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Abstract 

This document describes the result attained in the WP3 within the Task 3.4 "Smart security 
ƳŀƴŀƎŜƳŜƴǘέΦ Lǘ ŘŜǎŎǊƛōŜǎ ǘƘŜ Ŧƛƴŀƭ ǎǘŀǘŜ ƻŦ ǘƘŜ ²tо ŜƴŀōƭŜǊǎ ŀƴŘ ŜȄǇƭŀƛƴǎ Ƙƻǿ ǘƘŜƛǊ ŎƻƳōƛƴŀǘƛƻƴ 
allows to create multiple closed-loops that follow the ZSM vision.  
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Executive Summary 

This document presents the design and implementation of different smart 5G security methods and 
techniques that are essential for achieving Zero-Touch Network and Service Management (ZSM). The 
link with the High-Level Architecture (HLA) is explained, as well as the future work and gaps that need 
to be addressed. The ZSM closed loops presented are the results obtained by the task T3.4 of the work 
package WP3 of the INSPIRE-5Gplus project. They are based on the key enablers that have been 
developed and are described in more detail with the latest updates. 
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1 Introduction 

This document is a technical report for the Task T3.4 of INSPIRE-5Gplus project. It provides a smart 
security management framework that is compliant with the ETSI Zero-touch Network and Service 
Management (ZSM) reference architecture and the High-Level Architecture (HLA) defined in WP2. The 
framework integrates the software-defined and cognitive enablers defined respectively in Tasks T3.2 
and Tasks T3.3 in order to enable end-to-end (E2E) management in a closed-loop and smart way.  

The deliverable describes the final state of technical implementations of the WP3 enablers and the 
various interactions between them and with WP4 enablers in order to achieve a ZSM closed loop 
implementation of the HLA.  It also details the narrowed scope of each enabler and explains, at their 
respective level, how to build smaller scale reaction loops, which allows the creation and delivery of 
multiple "low-scale" and "specific" ZSM closed loops.  

The document is organized as follows. Section 2 describes the state of technical implementation 
reached at the end of the project for the WP3 enablers and the various interactions with each other 
and with enablers from WP4 in order to illustrate the way they implement the HLA. Section 3 details 
the various "small-scale" ZSM closed loops built around those enablers. Section 4 elaborates on how 
the conflicts and the priorities are managed when the closed loops are deployed in a multi-domain 
context. Finally, the conclusion provides a parallel with the ETSI ZSM vision.  
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2 INSPIRE-5Gplus Smart Security Management Framework 

This section describes the architecture and the implementation of Smart 5G Securities enablers. They 
are the core enablers that provide the INSPIRE-5Gplus security framework and plays various role in the 
ZSM loops. 

2.1 MOTDEC: MTD controller 

2.1.1 Overview 

A great challenge in securing 5G and beyond networks is the prevention and mitigation of attacks on 
large-scale infrastructures. Moving Target Defense (MTD) provides proactive and reactive protection 
of 5G assets in an NFV environment by reducing the action space of malicious users in the time 
dimension. MTD consists in moving the assets of the network that might be targeted in various levels 
of the network: at the virtualization level, at the infrastructure level and at the traffic level. The MTD 
controller (MOTDEC) enabler allows performing such operations with the main objective of reducing 
the time window of attackers for intelligence gathering and attack execution, as well as for mitigation 
of occurring detected attacks. Together with the OptSFC enabler, described in the previous deliverable 
D3.3, MOTDEC is part of an automated security management system that uses machine learning (ML) 
to assess the state of the network and optimize the MTD strategy for efficient security and minimized 
overhead. 

2.1.2 Role in the HLA 

Figure 1 illustrates the HLA components (in orange) involved in the implementation of MOTDEC. 
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Figure 1: HLA components mapped to MOTDEC and OptSFC   

2.1.2.1 SAE Threat assessment Service 

MOTDEC integrates a Monitoring System that collects measurements on the network's resource 
consumption, network performance, and security assessments. This data is fed in near real-time to the 
OptSFC which models the state of the network as a Markov Decision Process (MDP), described in the 
previous deliverable D5.3. 

2.1.2.2 DE Security Decision Service 

The MDP obtained from the Threat assessment Service is used to train a multi-objective deep 
Reinforcement Learning (RL) agent and get an ML model for the decision making and the MTD 
strategies optimization. 

2.1.2.3 SO MTD Security Orchestrator Service 

MOTDEC provides a Security Orchestrator Service, enforcing MTD operations that affect the life-cycle 
of network slices assets, i.e., Network Services (NS) and Virtual Network Functions (VNF), as detailed 
in Section 2.1.3.  

2.1.3 Sequence diagrams 

Figure 2 depicts the initial interactions of MOTDEC with the network slice manager and the NFV 
orchestrator. These interactions allow the MOTDEC to connect to the management and orchestration 
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system of the 5G infrastructure, discovering the various network slices, NSs and VNFs running on the 
network. Through the information on the virtual links MOTDEC acquires various information: 

1. the current network topology and dependency between VNF assets in near real-time 
2. the resource requirements of the VNF assets from the high-level perspective of network slice 

to the granular view of single Virtual Deployment Units (VDUs). 
3. the different Virtual Infrastructure Managers (VIM) running in dislocated locations, 

geographically expanding the network and forming an Edge architecture. 
4. the resource consumption and resource availability of the infrastructure in near real-time. 

Coupled with the network information from primitive network performance monitoring, MOTDEC 
populate its relational database (RDB) and its time series database (TSDB). Both DBs are shared with 
the OptSFC cognitive enabler, which uses the information for the assessment of the network state 
using Markov Decision Process, as described in detail in the previous deliverable D3.3. 

 

Figure 2: MOTDEC-OptSFC sequence diagram - analytic phase 

Figure 3 shows the second phase of the MOTDEC-OptSFC workflow, operating the decision-making for 
MTD operations and strategy. These can be reactive as, for instance, when a security agent sends an 
anomaly or attack alert; or proactive, when they are based on the MDP modelling of the state of the 
network to harden exploitability tasks of possible offenders. The MTD operation proposed by OptSFC 
is enforced by MOTDEC, who receives a first-hand validation from a possible SSLA orchestrator to verify 
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conflicts with other orchestrating operations and high-level constraints.  

 

Figure 3: MOTDEC-OptSFC sequence diagram - decision-making phase  

2.1.4 Technical implementation 

MOTDEC is implemented in Python, using the Django web framework2. MOTDEC and OptSFC are setup 
as two separate applications of one Django project. The OpenAPI interfaces defined for the enablers 
are implemented using the Django REST framework3. The relational database is implemented with 
SQLite, and is accessible both via REST API calls and a web-based GUI. MOTDEC is enabled to be interact 
with Open-Source Mano (OSM4), used as the NFV orchestrator, Katana5, as the network slice manager, 
and MMT probe, as a security agent and network monitoring probe. The interaction between such 
entities happens also via REST API calls.   

The MTD actions that MOTDEC provides are grouped in 2 distinct categories:   

¶ Soft MTD actions: these are SDN-based shuffle operations performed on network interfaces, 
traffic flow, and network topology on both the internal and the external/public views of the 
network. In the internal view, MOTDEC could prevent an attacker inside the network slice from 
easily exploring and further penetrating it. In the external/public view, the resource is meant 

 

2 https://www.djangoproject.com/ 

3 https://www.django-rest-framework.org/ 

4 https://osm.etsi.org/ 

5 https://github.com/medianetlab/katana-slice_manager 

https://www.djangoproject.com/
https://www.django-rest-framework.org/
https://osm.etsi.org/
https://github.com/medianetlab/katana-slice_manager
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to be always accessible by external devices with a public interface, and it provides a different 
public IP address to suspicious end-users or UEs, allowing further targeted analysis of their 
traffic and adding a second layer of security through proxy VNFs. To this scope, MOTDEC 
integrates an SDN controller (i.e., ONOS) and creates a middle virtual network, called Topology 
Fuzzer, used to change the node links and network data flow, increasing the difficulty of 
identifying the network topology. Similar to the work presented by Islam et al. [6], MOTDEC 
assigns dynamic ephemeral IP addresses to the virtual nodes and redirects the packets to the 
protected resources with a softwarized address translation (NAT).  

¶ Hard MTD actions: these are operations directly performed on the NFV assets used in the 5G 
infrastructure, for both assets allocated by the operator's clients and assets deployed by the 
operator to provide and manage their services. The MTD actions are: 1) MTD restart action: 
here MOTDEC restarts the NSs or NFs by re instantiating the resource starting from 
authenticated images. This mitigates security scenarios of attackers introducing themselves in 
the virtual units to eavesdrop and acquire sensitive data, to block the application running on 
the unit and resulting in a DoS attack, to encrypt the unit with ransomware, or to create a C&C 
bot and exploit it as a vector for other chained attacks. The new instance of the service replaces 
the old one, expelling the intruder from the logical (and physical) resource. The old infected 
instance is then deleted. 2) MTD cloud diversity action: here MOTDEC moves the protected 
resource from a virtual infrastructure manager (VIM) to another one with a different cloud 
execution environment, e.g., from an OpenStack one to a VMware one. This changes the 
environment of the running resource and reduces the threats due to new specific system's 
vulnerabilities. To reduce the impact on the the running connections and their quality of 
service (QoS), the old instance of the service is used until the new instance is ready and 
operational. This allows a network overhead bound to SDN performances and similar to soft 
MTD actions. However, additional resources are allocated while the old instance of the service 
is still running, leading to additional operational costs if compared to soft MTD actions. In 
practice, the MTD cloud diversity action is similar to the MTD restart action, except that it 
creates the new instance of the resource in a different VIM; consequently, this can also solve 
the same threats addressed by the MTD restart action. 

Currently, MOTDEC provides hard MTD actions. The first category of MTD actions is referred 
to as "soft" because its operations are software-defined network  configurations that require 
minimal resources and are fast to execute. The second category is referred to as "hard" 
because of its higher resources consumption and time required to execute the actions. 
However, an interesting aspect of their specific implementations is the fact that old instances 
stay employed until the new ones are operational. 

2.1.5 Summary, lessons learned and guidelines 

The need for an autonomous security management system to handle more extensive and complex 
telecommunication networks is increasing. MTD is a promising technique that shifts the 
spatiotemporal attack surface of networks at multiple levels: at the application level, the networking 
level, and the infrastructure level. As a network operator, using all possible MTD operations in a full-
stack fashion is complex, especially for the application level, as this requires access to all hosted VNFs, 
public and private. MOTDEC explored the usage of networking-based and virtualization-based MTD 
operations as these do not require additional permissions for the hosted services.  

Defining an interface that allows application-level MTD to cope with full-stack network security can 
help create and investigate new combined MTD actions and strategies to improve the network's 
overall security. 

Training an MTD policy solely on a running 5G testbed might require a considerable amount of time, 
as training episodes may take on the order of seconds, and some ML models might need hundreds of 
thousands of such episodes. Future work may improve the training phase by using transfer learning, 
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for example, with models pre-trained in a simulated environment6. Such initial training would be faster 
and less resource-demanding. However, the model might still be non-optimized for real networks due 
to additional variables, patterns, and KPIs not modelled in the baseline simulation.  

Finally, explainability is crucial in cybersecurity decisions, especially when dealing with network slices 
and VNF resources, underlying elements of critical 5G/B5G networks. Human-in-the-loop will be 
present for security management, even in closed-loop and autonomous settings, at least in the 
medium term. Therefore, it is essential to look into the explainability of AI models in future studies, as 
also mentioned in D3.3. 

2.2 SAF: Anomaly Detection in 5G 

2.2.1 Overview 

The Security Analytics Framework (SAF) provides an anomaly detection service based on deep learning, 
that was presented in D3.3. In this document, we present its role on the INSPIRE-5Gplus HLA and 
provide more information regarding its interactions with other enablers. The main objective of SAF is 
to monitor incoming data from various sources, e.g., compute resources (CPU, RAM, disk), network 
metrics for profiling the provided QoS (latency, throughput, error rate) and specific application metrics, 
depending on the deployed services. SAF provides alerts when it detects an anomaly, which could be 
a potential attack on the network. SAF is based on Keras7, TensorFlow8 and TensorFlow Serving9 for its 
implementation, as explained in the following sections. 

2.2.2 Role in the HLA 

SAF is mapped on the Domain Security Analytics Engine in the INSPIRE-5Gplus HLA (see Figure 4), 
providing the Domain Anomaly Detection Service, as defined in D2.2. SAF retrieves data from the 
deployed security agents provided by the MMT Framework, pre-processes these data with necessary 
normalization, standardization and cleaning procedures, trains a deep learning (DL) model and deploys 
ǘƘƛǎ ƳƻŘŜƭ ƛƴǘƻ ǘƘŜ άǇǊƻŘǳŎǘƛƻƴέ ŜƴǾƛǊƻƴƳŜƴǘΣ ǿƘŜǊŜ ƛǘ ǇŜǊŦƻǊƳǎ ƛƴŦŜǊŜƴŎŜ ōŀǎŜŘ ƻƴ ǘƘŜ ƛƴŎƻming 
data. The extracted insights are then forwarded to the Domain Decision Engine, for deriving a decision. 

 

6 S. J. Pan and Q. Yang, "A Survey on Transfer Learning," in IEEE Transactions on Knowledge and Data Engineering, vol. 22, no. 
10, pp. 1345-1359, Oct. 2010, doi: 10.1109/TKDE.2009.191 

7 https://keras.io 

8 https://www.tensorflow.org/ 

9 https://www.tensorflow.org/tfx/guide/serving 
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Figure 4: SAF mapping to the HLA 

2.2.3 Sequence Diagram 

SAF includes submodules for handling data collection, pre-processing, model training, inference and 
validation. Figure 6 depicts the underlying machine learning pipeline. SAF interacts with clients (see 
Figure 5) via the TensorFlow Serving API10, providing predictions or information on the deployed 
models. 

 

10 https://www.tensorflow.org/tfx/guide/serving 

https://www.tensorflow.org/tfx/guide/serving
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Figure 5 - SAF HLA interactions 

 

Figure 6: SAF interactions 

2.2.4 Technical Implementation 

SAF is built upon Keras, TensorFlow and TensorFlow Serving. Keras and TensorFlow are used for data 
pre-processing, the implementation of the deep learning model, training and inference. The DL 
techniques used were described in D3.3. TensorFlow Serving is a serving system for deploying models 
in production environments. ά{ŜǊǾƛƴƎ ŀ ƳƻŘŜƭέ ƳŜŀƴǎ ǊǳƴƴƛƴƎ ŀ a[ ƳƻŘŜƭ ƻƴ ŀ ǎŜǊǾŜǊ ŀƴŘ ƳŀƪŜ ǘƘŜƛǊ 
functions available via APIs so that upper-level applications can interact with it11. 

¢ŜƴǎƻǊCƭƻǿ {ŜǊǾƛƴƎ ƛǎ ōŀǎŜŘ ƻƴ ά{ŜǊǾŀōƭŜǎέΣ ƳŜŀƴƛƴƎ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ƻōƧŜŎǘǎ ǘƘŀǘ ŎƭƛŜƴǘǎ ǳǎŜ ǘƻ ǇŜǊŦƻrm 
computation (e.g., inference). TensorFlow Serving handles one or more versions of a servable over the 
lifetime of a single server instance, enabling the gradual rollout of different algorithm configurations, 
weights, and other data over time. TensorFlow {ŜǊǾƛƴƎ ŀƭǎƻ ƛƴŎƭǳŘŜǎ ǘƘŜ ά[ƻŀŘŜǊǎέΣ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ 
ƳŀƴŀƎƛƴƎ ǘƘŜ {ŜǊǾŀōƭŜΩǎ ƭƛŦŜŎȅŎƭŜΦ [ƻŀŘŜǊǎ ǇǊƻǾƛŘŜ !tLǎ ŦƻǊ ƭƻŀŘƛƴƎ ŀƴŘ ǳƴƭƻŀŘƛƴƎ ŀ ǎŜǊǾŀōƭŜΣ 
separating training-specific parameterization from the infrastructure. TensorFlow Serving runs as a 
Docker container. 

We can use the CURL utility to pass the input values to our model and the response is a JSON object, 
including the requested prediction and information about the deployed model (e.g., model version, 
availability, error codes). A server executes the model and provides an API to interact with the 
deployed model. After initiating TensorFlow Serving, we open the REST API port and bind our local 

 

11 https://www.tensorflow.org/tfx/serving/architecture 
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models folder with a folder in the container. TensorFlow Serving provides the Classify, Regress and 
Predict APIs for providing this information. It is essential to specify the path where we export the 
model, so that TensorFlow understands all available models and their versions.  

2.2.5 Summary, lessons learned and guidelines 

Training a deep neural network on changing datasets is a complicated process. Part of this complexity 
results from fine-tuning the hyperparameters of the neural network which is a time-consuming 
process. Most papers to date, use ready-made, publicly available datasets and report accuracy metrics 
of their models, when trained on these specific datasets. However, these metrics only report the 
accuracy of a model at a specific time instance, if that model had been trained prior with that specific 
dataset. In a production environment, the dataset will be changing constantly and a dataset cleaning-
processing pipeline workflow is needed before training. Therefore, it is important to follow an MLOps 
approach when validating a new ML model, considering additional factors, including: i) data sampling 
window and how it affects the model's performance, and ii) the feasibility of the ML pipeline, 
considering that the ML model should be trained with datasets that show the current status of the 
network. If the model is trained with past observations that do not reflect the current conditions, then 
the ML model will make wrong decisions.  Another important lesson is the data sampling window and 
how it affects the training and testing performance of the ML model. In addition, future work will focus 
on scalable detection in high density environments (over 30 nodes). The current detection method is 
applicable on individual key performance indicators, so new methods need to be designed that 
integrate topology features in their decision-making workflow, considering spatial and temporal 
information in the design of the anomaly detection algorithm. 

2.3 MMT: advanced traffic analysis in 5G planes 

2.3.1 Overview 

The state-of-the-art and challenges in anomaly detection in 5G networks are presented in Section 3.1.3 
of the INSPIRE-5Gplus deliverable D3.3. A major issue is the analysis of encrypted traffic since it 
represents more than 70% of all network traffic today and is widely used by cyber attackers to 
obfuscate their activity. Machine learning techniques have shown that they can be useful to detect 
some of the most common attacks as shown in the work presented in Section 3.1.3.2 (Advanced 
Encrypted Traffic Analysis) of D3.3. Here we will describe how the developed solution fits in the 
INSPIRE-5Gplus HLA, provide information on the interactions between the different modules, and 
information on the implementation. 

2.3.2 Role in the HLA 

The HLA enablers involved are represented in the Figure 7 and their roles are explained in the following 
subsections.  
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Figure 7: HLA enablers involved in the ML-based traffic analysis 

2.3.2.1 Security Data Collector (SDC) and Security Agents (SA) 

The solution proposed for analysing encrypted traffic obtains the required data in the form of captured 
packets (PCAP files or datasets) from the Security Agents deployed in the physical or virtual machines 
(e.g., MMT-Probes that can capture and compute the features needed for the learning and prediction 
phases). The packet capture is done in real time and the PCAP datasets and/or computed features are 
stored by the Data Collector (e.g., a data base management system - DBMS). The features correspond 
to values in the form of CSV files. In this way the learning phase can be done using the stored 
information that has been previously labeled as normal or abnormal; and the prediction phase can be 
done during operation to rapidly detect any abnormal or unexpected behaviour that needs to be acted 
on. 

2.3.2.2 Security Analytics Engine (SAE) 

The traffic analysis is a module integrated as part of the Security Analytics Engine (e.g., MMT-
Operator). It will periodically receive the computed features from the probes so that in can evaluate 
them. It will also periodically, or when needed, update the ML model to keep up with any changes in 
ǘƘŜ ƴŜǘǿƻǊƪ ǘƻǇƻƭƻƎȅ ƻǊ ǘƘŜ ǘƘǊŜŀǘ ƭŀƴŘǎŎŀǇŜΦ ¢ƘŜ {!9Ωǎ Ƴŀƛƴ ǊƻƭŜǎ ŀǊŜ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ŜȄŜŎǳǘƛƻƴ ƻŦ 
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the learning and prediction functions, present different results in the form of dashboards, and 
communicate the results to the Decision Engine in the form of alarms or notifications. 

2.3.2.3 Decision Engine (DE) and Security Orchestrator (SO) 

The Decision Engine will receive the results of the analysis from the SAE in the form of structured 
messages (e.g., Kafka messages) and, in accordance with the user defined security policies, perform 
the appropriate countermeasures in conjunction with the Security Orchestrator. 

2.3.3 Sequence diagrams 

Figure 8 depicts the interactions between the different functions corresponding to the training phase 
and the prediction phase during operation. The Learning phase (corresponding to the upper rectangle) 
is an activity that needs to be performed periodically and each time there are significant changes in 
the network and the risks. It takes as input datasets containing normal and abnormal traffic that are 
used to create the ML model in the form of a numeric matrix. 

The Prediction Phase (corresponding to the lower rectangle) is performed continuously using the real 
network traffic to extract the features and provide the verdict using the ML model to determine if a 
given session involves abnormal or normal behaviour. 

 

Figure 8: Encrypted traffic analysis training and prediction phases 

2.3.4 Technical implementation 

The different functions are implemented in Python and using the TensorFlow12 library. The tensorflow-

 

12 https://www.tensorflow.org/ 
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GPU allows speeding up the processing. 

The solution relies on the MMT Monitoring Framework to capture the network traffic and extract or 
calculate the required features that will be used for training the models and performing the 
predictions. This can be done using saved PCAP files (Packet CAPtures, i.e., datasets containing 
captured network packets) or by monitoring the traffic during operation. 

The solution provides an API that allows other network functions to use the service. The interactions 
can be performed using several techniques, e.g., Kafka messages, REST, etc. Currently, the API 
implements the following REST functions: 

1. Get training - results : retrieve results obtained from the creation of a new model 

¶ Used for obtaining information on the training process performed by the post 

model  function. As an input, it takes the ID number of the model and an option (stats, 

preds, conf) depending on the information file desired. The stats option returns the 
KPI metrics of the model based on the testing phase. The preds option returns the 
predicted values of the testing phase. The conf option returns the confusion matrix 
ǾŀƭǳŜǎΦ !ƭƭ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ǎǘǊǳŎǘǳǊŜŘ ŀǎ άΦŎǎǾέ ŦƛƭŜǎΦ 

2. Get model : retrieve a new trained model 

¶ ¦ǎŜŘ ǘƻ ǊŜǉǳŜǎǘ ǘƘŜ ƳƻŘŜƭ άΦƘрέ ŦƛƭŜΦ Lǘ ǘŀƪŜǎ ǘƘŜ L5 ƻŦ ǘƘŜ ƳƻŘŜƭ ǇǊŜǾƛƻǳǎƭȅ ǘǊŀƛƴŜŘ by 
the following post model function. 

3. Post model : train and test a new model 

¶ Used for running the training process. It takes two files as input: the training set, and 
the test set. These files contain calculated and labelled traffic features. The labels 0 or 
мΣ ŦƻǊ ǊŜǎǇŜŎǘƛǾŜƭȅ ƴƻǊƳŀƭκƳŀƭƛŎƛƻǳǎ ǘǊŀŦŦƛŎΣ ŀǊŜ ŦƻǳƴŘ ƛƴ ǘƘŜ ƭŀǎǘ ŎƻƭǳƳƴ ƻŦ ǘƘŜ άΦŎǎǾέ 
file. The function returns the ID number of the model. 

4. Put model : upload a new model using an identification number 

¶ Used for changing the default model used for classification. It takes the ID number of 
the new model as an input. 

5. Get classification : return classification results using an identification number 

¶ Used to obtain the results of a classification. The function takes an ID number that 
identifies the requested network traffic classification. The classification result consists 
of a matrix of all the extracted features. 

6. Post classification : perform a classification on inputted dataset 

¶ Used for transmitting the network traffic to the service and starting its classification. 
The feature extraction and Deep Learning modules are executed sequentially, and the 
function returns an ID number that identifies the given traffic to allow obtaining the 
classification results.  

2.3.5 Summary, lessons learned and guidelines 

Concerning advanced encrypted traffic analysis, it is important to consider that today more than 80% 
of the network traffic and attack traffic is encrypted. Current state of the art has shown interesting 
results when using ML techniques to detect different types of cyber-attacks (e.g., distributed denial of 
services - DDoS, exfiltration, replay attacks, man in the middle attacks, etc.) in encrypted traffic. 
However, several challenges remain that need to be addressed for the techniques to become usable 
in and scalable to real operating environments. The main challenges are: how to avoid needing to 
implement a different technique for each type of attack; how to manage the dynamicity of the 
software driven networks and fast evolution of attacks and evasion techniques; how to improve verdict 
accuracy to avoid the need of handling too many false positives; and how to improve the performance 
of the techniques used. For this, more work is required to find generic ML solutions that can handle 
many types of problems, and the security detection functions need to be optimised to concentrate on 
the higher risks. Furthermore, improving non-supervised or hybrid ML techniques could help address 
the dynamicity by eliminating the learning phase and improve the accuracy of the results. Finally, the 
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introduction of quantum key distribution and quantum communications need to be studied to 
determine how they can improve the resiliency of the networks and applications to attacks.  

2.4 V2X misbehavior detection 

2.4.1 Overview 

Vulnerabilities in large-scale multi-domain automotive environments give rise to a wide range of attack 
variants, which may result in compromised functional components and end-to-end security issues 
against vehicular network users. At a first stage, this enabler aims to address security threats originated 
from attackers against functional elements of a vehicular authentication mechanism tailored for highly 
dense network scenarios. Through proper cuckoo filter configurations13, the enabler is shown to 
improve the authentication resilience against Denial-of-Service (DoS) attacks. At a second stage, the 
enabler employs a data-driven methodology based on reinforcement learning (RL) to accurately detect 
misbehaving vehicles which already possess valid credentials and execute insider attacks14. The 
effectiveness of the RL-based approach for vehicle-to-everything (V2X) misbehaviour detection is 
evaluated by performing experiments using the open-source VeReMi dataset15 in rapidly changing 
vehicular environments, and yields superior performance compared to benchmark approaches. 

2.4.2 Role in the HLA 

The involved HLA components in the enabler implementation are illustrated in the Figure 9. 

 

13 R. Sedar, C. Kalalas, J. Alonso-Zarate, F. Vazquez-DŀƭƭŜƎƻΣ άaǳƭǘƛ-domain Denial-of-Service Attacks in Internet-of-Vehicles: 
Vulnerability Insights and Detection Performance," in Proc. of IEEE International Conference on Network Softwarization 2022 
όL999 bŜǘ{ƻŦǘ ΩннύΣ aƛƭan, Italy, July 2022. 

14 R. Sedar, C. Kalalas, F. Vazquez-Gallego, J. Alonso-½ŀǊŀǘŜΣ άwŜƛƴŦƻǊŎŜƳŜƴǘ [ŜŀǊƴƛƴƎ .ŀǎŜŘ aƛǎōŜƘŀǾƛƻǳǊ 5ŜǘŜŎǘƛƻƴ ƛƴ 
±ŜƘƛŎǳƭŀǊ bŜǘǿƻǊƪǎΣϦ ƛƴ tǊƻŎΦ ƻŦ L999 LƴǘŜǊƴŀǘƛƻƴŀƭ /ƻƴŦŜǊŜƴŎŜ ƻƴ /ƻƳƳǳƴƛŎŀǘƛƻƴǎ нлнн όL999 L// ΩннύΣ {ŜƻǳƭΣ {ƻǳǘƘ Yorea, 
May 2022. 

15 [REF-оϐ WΦ YŀƳŜƭΣ aΦ ²ƻƭŦΣ wΦ ²Φ Ǿŀƴ ŘŜǊ IŜƛΣ !Φ YŀƛǎŜǊΣ tΦ ¦ǊƛŜƴΣ ŀƴŘ CΦ YŀǊƎƭΣ ά±ŜǊŜƳƛ ŜȄǘŜƴǎƛƻƴΥ ! ŘŀǘŀǎŜǘ ŦƻǊ ŎƻƳǇŀǊŀōƭŜ 
ŜǾŀƭǳŀǘƛƻƴ ƻŦ ƳƛǎōŜƘŀǾƛƻǊ ŘŜǘŜŎǘƛƻƴ ƛƴ ǾŀƴŜǘǎΣέ ƛƴ нлнл L999 LƴǘŜǊƴŀǘƛƻƴŀƭ /ƻƴŦŜǊŜƴŎŜ ƻƴ /ƻƳƳǳƴƛŎŀǘƛƻƴǎΣ нлнлΣ ǇǇ. 1ς6. 
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Figure 9: Involved HLA components  

2.4.2.1 SDC Data Collection Service 

Security data collector performs the fusion of vehicular network traces in .csv format that are streamed 
from the data plane using virtual machines, which emulates the representation of vehicles within the 
radio access network. These V2X traces are based on an open-source vehicular anomaly-detection 
dataset which is simulation-based, and can act as an evaluation baseline for the performance 
comparison of data-driven misbehaviour-detection techniques. 

2.4.2.2 SAE Anomaly Detection Service 

The incoming streaming vehicular data reports are sequentially analysed within the security analytics 
engine based on the mobility pattern parameters of vehicles, such as position, velocity, and 
acceleration, to instruct the RL algorithm for the detection of misbehaviour patterns. Our approach is 
shown to be highly effective in detecting various types of attacks, e.g., position falsification, DoS, 
sudden-stop, Sybil, etc., that can exist in V2X scenarios14. We consider the RL-based misbehaviour 
detector deployed in a road side unit (RSU) where it acts as an agent that interacts with the V2X 
environment to learn the optimal detection policy. The aggregated information at each RSU 
constitutes a time-series repository of received basic safety messages (BSMs) with intrinsic temporal 
and spatial inter-dependencies. The information contained in each BSM is constantly evolving over 
time along the vehicle trajectory while BSMs from neighbouring vehicles exhibit high spatial 
dependency. 








































































































































































































