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Executive Summary

This is a public deliverable that describes the resultheflr & {1 & { -@efinédsnodeB and tools

G2 RNAJS caried guBiBingihik michths starting from 5/2020 to 9/202Themain objective

is to define and develop advanced techniques favding the enablers that support 5G Security. For
this, the Taskfocuses on identifying, defining and developing the 5G security drivers (e.g., security
policies and models), tools and techniques that incltiteedevelopment of rodelling techniques for

5G Software Defined Networks to improve automation and customisation of security management

Customisatiorallows the users and operators to specify the requisedurity levels anthe policies
that need to be enforced in each networlice and for each veical application The specification of
Security Service Level Agreements (SSkdgesponds to a formalway of expressinghese
requirementsthat allowautomatng their enforcement and assessment. Furthermore, the application
of AIML techniqueshelps improve the automated management of the security breaches and
prevention strategiesas well as the optimisation and coordination of the different security functions.

An important enabler to achieve this enforcement and assessment is the monitoring oiffeveak

events that occur in the network, the system and the applications. Monitorilogvg, for instance,
verifying the integrity status of a 5G node, its installed software, its configurapentrm reattime

assessment of SSLA conformgnaad povide awarenessn a complex dynamic andustomised
network environment.

Another important aspect is the introduction of polidyiven enablersPolicy modellings introduced

for speciying high, mid anddw-level security policies that contain the technical information needed
to deploy the necessary elementnd, when combined with the sufficiently firgrained monitoring
capabilities, allowerify that thepoliciesare respectedand providing the enablsrtheenforce them
through, for instancethe Security Orchestrators Here we define and instrumenttdighlevel Security
Policy Language and Medidevel Security Policy Languateat facilitate the orchestration and
enforcement processes

Security Orchestrationis defined to make it possible to mage 5G environments in mufiarty and
multi-domain contextglriven by the user definesiecurity policiesltneeds to interactvith the security
assetsthrough the SDN Controller and/or the NFV Qchestratos to guarantee that thesecurity
policiesare correctly implemented by the network and functions.

Finally, another aspect that is considered in this document are fiienization techniqueghat can

be used to improve the performance of the security management processes. Here we present
techniques for baining of security servicalkat can be used for considerimtifferent constrains and
capabilities, e.g., enforcing SSLAsguaranteeing a artain level of performance and scalability,
providing moreflexible maintenancgpreventing or mitigate attacks and anomaliesoving Target
Defence is a technique that it also presented that allows preventing and countering security breaches
by systematially, or when needed, to change the system to improve its resilience to attacks.

The outcomes of this task atbe specification of the&softwaredefined Models the tools which will
drive 5G security and make it adaptjvees well as thepecification anddevelopment of the security
extensions that make use of the devised modétsalso allowed etermining theimpact on the
orchestrators, policy and Slice managers
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1 Introduction

Softwaredefined models and toolsorrespond to a mayor trend that @riving5G SecurityThey are
the basis fordefining and develong advanced techniques for providing the enablers that support
smart (i.e., intelligent, adaptive, flexible and automated) 5G Securitys deliverabldocuses on
identifying, defining and developing the 5G security drivieised onsecurity policies and models,
tools and techniquesgelated to softwarebased networks anthat include:

1 Modelling techniques for 5G Software Defined Networks to improve automation and
customisation of security management;

9 Security plicy modellingat various levelsof abstraction and their usag®o deploy the
necessary elements to enforce thequired security level at various domains and to verify that
they are respected;

1 Security Service Level Agreements (SSinaslelling and formalisation and customisation
mechansms forspecific verticall&ces based on security policies and SSLAs

1 Security orchestratiormethods and technique$o allow an automatic and autonomous
management of 5G environments in myarty and multidomain contexts through security
policiesand to optimize the provisioning, the sharing (between different tenants) and the
chaining of virtualised security functions, migervices, and virtualised network functions;

1 Definition of a nenitoring framework toverify the integrity status of a 5G node, its installed
software, its configurations, and retine assessment of SSLA conformamcel also to
provide awareness comprising customised VNFs and dwgmami

1 Usage of Al to improve the automated management of the dgcbreaches and prevention
strategies

1 Definition of plicy enforcement functionghat implementthe way the policies are deployed
and are integrated in the system as drivers that communicate with final seeumitynetwork
assetge.g., SDXControlles or NFV Orchestratgy;

1 Definition of gtimization techniquedor chaining of security services depending \arious
constraints (i.e., securitgnd performance constraints);

1 Support ofdynamicadapfation ofchains to prevent or mitigate attacks and anomalies.

By Softwaredefined models we mean models that enable the softwhased configuration and
control of the network functions (NF) and particularly of the Virtualised Network Functions (VNF).

Policy orclestration models allow higlevel, midlevel and lowevel specification of policies
containing the technical information needed to deploy the necessary elements, enforce the policies,
and verify that they are respected. The Security Orchestrator mandue policies to cover the
different Security Management Domairi&liciescanreach intermediatdevelsas SDN Controllers, or

the NFV Orchestratorthat are responsible for controlling and managing the NFV infrastructure, or
they canarrive to final security asset as ldevel polites(e.g., configuration).

In order b reach the listed objectivethe Task 3.2 related to this deliveraliias focusedn identifying
the models andhe enablers thabuild the security architecture defined INSPIRBGplusprojectand
support the test casethat have beerdefined.

In particular the following enablers areoveredin this documen(see WP3 enablers delked in D3.1
[11)):

1. Security Orchestrator (SGgnablerthat enforces security policies by deploying, configuring
the security functions and networkndinteracting with the VIM or MANO orchestrators, and
SDN controllers.

2. Policy Framework (PF): spéesfsecurity policies that will regulate the slicing coofaggions,
service chaining, security prevention and remediation strategies, etc. It allows the mgdelli
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and management of the policy rules, policy conflict detection, policy storage, translation of
policies to lowedevel representations.
3. Security ServicLevel Agreement (SSLA) Marmagenage the security requirements defined
by the SSLAduring the full lifecycle of a Slice
4. Security Slice Manager (SSM): enables the creation of multiple virtual networks on top of a
physical architecturegllowing operators to provide portions of their networks that fit with the
requirements (particularly security) coming from different vertical industries and service
providers (e.g., mobile virtual network operator, MVNT@)is enabler encompasses 3 enable
that were considered as separate in DBL1]: the SFS Broker providing secure slice brokering
capabilities, the Secured Network Slice Manager for SSLAs providing slice management based
on SSLAs, and the KATANA Slice manager that impierseourity policy enforcement
capabilities based on slice management.
Threat Assessment (TA): A graphical enablerdhatyssthe security posture of a system
6. Security Monitoring Frameworland RTSLA(SMF): tools for capturing security related
information from the network, system and applications, and correlating and analysing this
information to detect security breaches or vulnerabilities by assessing, for instaat@ifRe
SSLA.
7. Moving Target Defence (MTD): aims at dynamically modifying (partseofiafrastructure or
GOKSANI FAYIASNILINAY G G2 YI1S AG KFENR F2N Ly i
topology to make eavesdropping on specific traffic more difficult.

o

8. Virtual Channel Protectio(VCP): golicy enforcement functiorenabler thatrepresentsa
(D)TLS proxy.
9. I12NSHPSeca policy enforcement functiorenablerthat represents arinterface to Network
Security Functionsinternet Protocol Security
The dher enablersrelated to WP3(mainly those providing AI/ML analysis and management
capabilitieg will be detailedn deliverables D3.3 and D3 4].

Figurel shows the coverage of the enablers with respect to the Higbel Architecture (HLA) specified
in D2.2[2].
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Figurel: Mapping of enablers, APIs and HLA elements

The column in the middle lists the enablers described in this document and how they map to the HLA
elements of one domain. Several enablers can correspond to one element since they cover different
FaLISOGa 2F GKS St SYSyda @ foFtdeyPalidyfadySSLR ménkgerientiadd Y 2 |
the orchestrator.An enabler camalsocover more than one HLA element since it integrates several
functions. This is the case for the Monitoring Framework that consists of probes that collect data and

a centralisednodule that manages the probes and analyses the information they provide (e-g., RT
SSLA assessments).

In order b reach the listed objectivethe document is structured as follows) the definition of the
security policies and models that allow speicifyuser requirements, how these can be converted
from high level requirements defined by users to low level machine actionable configurations and
procedures; 2) the definition of the complete security management process that enables protect
detectreact dosed loop automatiomased on security orchestration alkELAand security policies
managemenin a Slice4) the definition of the models and techniques that enable automated
detection, protection, and optimised security enforcemerf) Aspeciftationof a first version of the
APIs that need to be implemented so that the different tools can interact and take advantage of the
security models and mechanisms to construct a fully automatedterehd multitenant smart

network and service security managemdéramework across muHilomains.
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2  Security policies and modsl

New 5G infrastructures are characterised by dynamic deployments of heterogeneous devices,
functions and applications that must be constantly configured, secured and managed. befisat,

the traditional management approach, where a system administrator deals with every single
configuration, is not sufficient. Polibyased approaches are able to we#fine a common way to
represent different kind of requirements, providing a levél abstraction that homogenizes the
management and allows consistency verifications. Different policy designs and specifications focusing
on different scopes have emerged and evolved along the years but only some of them already cover a
wide set of securityaspects. In order to ease security management, automation, deployment and
configurations for different scopes, INSRBTEPIus extends the mulevel abstraction approach and
capabilities defined in ANASTAEI2020 [3]. Specifically, Higlevel Security Policy Language
Orchestration Policy models (HSBBR) and Mediuntevel Security Policy Language Orchestration
Policy models (MSRQP) are extended and adapted to bepéed in the new INSPIFESPIlus
orchestration and enforcement processes, which allow enforcing and managingd#S&hd MSPL

OP in multidomain ZSMaligned infrastructures

2.1 Highlevel Security Policy Language for Orchestration Policies (HEHPL

The HigHevel Security Policy Language for Orchestration Policies {BIB4] models higHevel
security requirements, priorities and dependencies in form of téglel orchestration security policies,
GKAOK N3 RAal&aaz20AlFiSR FNBY dzyRSNI eAy3a GSOKy2f
2y 0SS KS Kl & 0SSy I-ORiskhSrfelisiused td ®dfy sdcurityke§uirén{emntd in XML.
This schera provides different elements for modelling security policies based on different capabilities
such as authorization, monitoring, channel protection and operation, among others. In this way, an
HSPL Orchestration Policy is mainly composed of an actionde lgot authorize access) that must be
performed for a specific subject (e.g., Bob) and for a specific object (e.g., Internet traffic), but it also
allows the modelling of conditional fields to customize other parameters (e.g., time period) as well as
the specification of priorities and dependencies between policies or dependencies between policies
and the system. It can be specified by the following elements:

[ subject ] [action] [object] [ extra_fields ] [ dependencies ] [priority]

Theactionelement isan enumeration associated with the subject and tigectrepresenting the type

of action to be performed (e.g., authorise access). It provides multiple actions according to different
security capabilities (e.g., authorise access, do not authorise agressst confidentiality, configure
monitoring). Also, th@bjectelement is an enumeration that represents a conceptual object or target
(e.g., Internet traffic, authentication traffic, resource). Téera fieldselement allows customizing
hightlevel polties by indicating values suchtase period target, purposeandresource Time period
defines the amount of time the security policy must be enforced by the syslangetspecifies the
policy target (e.g., Authentication Agent). And finapyrposeand resourcefields allow specifying
additional information about the purpose and the resource involved in the policy (e.g., update a
specific resource). These fields alsowlinodelling multiple properties, consisting of sets of key/value
pairs instead of a single string value. Regarding the orchestration featuregritrity element
provides a priority rank to be considered during the policy orchestration. In this wayGeherity
Orchestrator will consider those policies with the highest priority first. @apendencieglement
provides a list of dependencies that must be satisfied before processing the security policy. This field
considers dependencies between securitjligies as well as dependencies between security policies
and system events (Eve@onditionrAction). Finally, a Hiirectional attribute eases the auto
generation of multiple mediurtevel security policies during the refinement process, in case the same
policy must be enforced in addirectional way.
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2.2 Medium-level Security Policy Language for Orchestration Policies (MSPL
OP)

The Mediumlevel Security Policy Language for Orchestration Policies (B)P&] allows modelling
more technical information in the form of mediutavel orchestration security policies. These policies,
although less abstract, are still independent of the underlying infrastructure. Thus, they allo
representing information like IP addresses or protocols without specifying the final configurations for
specific engpoints. As for HSRFDP, MSRDP specifies priorities and dependencies to enhance the
orchestration features.

Figure 2 shows a  simplified = —
representation of the main components (©)TResourceOrchestration
of an MSPL Orchestration Policy. Thé&

wdaz2dND$S h ND&esant '
represents the MSPQOP. It can be *
composed of one or multiplea L .@w.mesource

wS a2 dZNIMSRLE  elements. & L
wS a2 dzN&ednénts  contain a

G/ 2y FA3dand lore? gré more 1 *
45 S LISY R Sheypdas also dndicate 1 * .

a9 y I ot S NJ /Phoﬁtléskbét\ll\/eérﬁ -@Conﬁguration @-Dependency -@Enablertandidate
policies are specified as an attribute ¢
0 KS ITReSourcés® & wdzf S A [ﬁ

int: priority

Configut (i A @ ¥ & S yCGosfigufation |
and represents multiplé / | LJ- 0 asf |
well as multiple / 2 y ¥ A 3 dzNJOG | | (©)policyDependency

(KS 2y8$ CadbifyRz 66| D= s

represent main security functionalities om Snum: status

such as resource authorisation, filterin '.

or channel protectio. In this way, . . \
capabilities play a key role as the first ste | = :

for deciding a suitable enforcement point |(€)capability (©) confrule () eventpependency
To enforce a specific security policy, tr ] enum: event
enforcement point must implement the 1 1 |
required capability. For instancéltering . . o
capability could be enfoced by

enforcement points that implement @ConfRuIeAction @-ConfRuIeCondition
traffic filtering features, such as IPTABL

or SDN management. On the other han”

each a/ 2y FAIdzNT ﬁ]d&délsy' Figure2: MSPEOP main elements

different a/ 2y ¥ A3 dzNI u)\_,.._,_. g~

elements andy / 2 Y T A 3 dzNJ (i A imedss. Sh‘isamrlaafchu extend<the policy language by
providing new capabilities, including new actions and conditions for them.

Regarding dependencies, tiiet 2 f A 08 5&ddSyY RSB0 & 5 SedldBghR Sxfedd ¢he

& 5 S/1LBSS yelement, depending on the nature of the required dependericy. 2 f A O& 5 SLISYF
indicates that a security policy depends on a specific status of another security policy (e.g., a security
policy requires that another security policy be enforceddref.a 9 @Sy (i 5 ShéSifieRisayt@e ¢
security policy depends on a specific event triggered by the system (e.g., an authorisation security
policy may depend on an authentication success event). Finally, each extended MSPL policy composing
the MSPL @hestration Policy may include @9 y I 6 f S NJ list lthgt Rllidadediti®épotential
enforcement points candidates that could be considered for enforcing the security policy.
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In order to allow enforcing SSLAS as well as new security capabilitiestaertdSPIRE5BIus HLA,
previous models need to be extended. To this aim, new fields are being defined according to the SSLA
requirements, for instance, monitoring policies have been extended to provide counting capabilities,
so traffic can be measured drcontrolled. This is performed by providing count and threshold new
elements to the monitoring configuration condition that allows specifying generic values such as the
measures unit, the value and the range (e.g., 60 connections per hour, 60 secouidy pgBesides,

to ease the policy enforcement in the ZSM 5G infrastructures, models have been also extended to
specify multitenant and multidomain information that allows traceability during the policy
orchestration and enforcement processes (e.gndreé and management domain id fields). Of course,
beyond policies model extension, pglitansformation processesalsoneed to be improved to allow

E2E policies enforcement since previous work only contemplates single domains.

2.3 Translation between models

While policy models provide a walefined common way to represent different requirements, this
approach requires additional processes to translate these policy models into final infrastructure
configurations. Depending on the policy models abstract letes, policy transformation can be
composed by multiple operations. Since INSFAGEIus extends a muleével approach to provide
different levels of abstraction, multiple policy transformation operations are required. Specifically, the
extended security plicies have 2 levels of abstraction, Higlhel Security Policy Language for
Orchestration Policies (HSPIP) and Mediuntevel Security Policy Language for Orchestration Policies
(MSPLOP). The process that transforms HEFL into MSRDP is denominatedglicy refinement,
whereas the process that transforms MSPR into final infrastructure configurations is denominated
policy translationFigure3 shows the mapping of these processes in the INSBGHtUS Higihevel
architecture.

Security Management Domain

EZ2E
Policy & SSLA
Management

Policy Framework

MSPL-OP

| HSPL-OP

HSPL refinement() | |

EnforcementProcess()

Policy & SSLA
Management

MSPL_OP

»
AsselSelection

Security Orchestration
MSPL OP, | |

| MSPL-OP £2E AssetCont
' Security Orchestration 7
f Policy Framework
SecuritiesDomainsSelection()
MSPL-OP
E2E Translation2SpecificAssetConf()
P Decision Egine

Decision Egine

Figure3: HSPL to MSPL translation

In INSPIREGPIus, the refinement process is mainly performed at E2E level (it could also be done at
the SMDlevel by SMD security administrators) whereas the policy translation is performed at SMD
level. Since security policies must be enforced across multiple domainsQ#SRIll be refined into
different MSPLOP that will be sent to each involved SMD. Tleach SMD will translate the MSPIP

to final configurations in order to enforce them across the SMD infrastructure. Since the®FSPL
provides more information (but still independent of the final configurations) it is also suitable to be
generated by the BEcision Engine to request the enforcement of reactive countermeasures. This is
performed at both levels depending on the required scope of the reaction (intra domain or inter
domain). Thus, E2E level is also able to receive M&Pholicies and orchestrabetween the SMDs.
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The policybased orchestration processes that manages policy refinements and translations are
explained in Section 3.3.3.

2.4 Policy Refinement

In INSPIREGPIus, HSFDP are intended to be applied at E2E SMD level to ease the specifichtion
security policies even for naechnical users through a GUI form with a reduced number of fields. This
level of abstraction cannot be enforced directly due to the lack of information for the system; thus, a
policy refinement process is required as paftthe E2E Orchestration. When the E2E SMD Policy
Framework receives a HSPP, it identifies the capabilities needed to enforce each HSPL policy that
composes the HSFRDP. A welllefined capability matching between the HSPR fields will provide

the required capability.

Action ‘ Object ‘ Capability
no_authorise_access *traffic FILTERING
no_authorise_access Resource AUTHORISATION

prot_conf_integr *traffic CHANNEL_PROTECT
config_monitoring *traffic TRAFFIC_ANALYSI

Tablel: HSPIOP- MSPLOP Capability mapping example

Tablel1 shows a simplified example of this matching. As it can be seen in this example, different
combinations of the HSRQP fields will generate different capabilities. Once the capabilities haare be
identified, a capabilibased refinement process starts. To this aim, the refiner implements a-MSPL
OP skeleton generator as well as N refinement methods, where N represents the number of available
capabilities. Each method implements the logic on hmmwgenerate the MSRPOP parameters
according to the identified capability and the HSPR fields. To this aim, data services are essential to
retrieve information about management domain infrastructure, as well as about the-BBHlelds

since some methagl will generate different MSPL parameters according to this information. For
instance, a channel protection MSPL will have different parameters depending on the security level
required, the network and the nature of the subject and the target (e.g., caim&td devices could
require DTLS whereas regular devices could use IPSec). When each MSPL has been generated, the
MSPLOP skeleton is filled, also including (if any) the H3Pldependencies and priorities.

Figure4 shows an example of channel protection HEH refinement. In this case, according to the
HSPIOP parameters, the capability matching identifies channel protection capability. To model the
common MSPL E2E channel protection parameters, another matchpegfeemed in order to find
common channel protection properties among the channel protection information of each involved
management domain available in the data services. In this example, the matching between both
Security Management Domain channel praien information selects the IPSec protocol with a
specific cryptesuite common to both Security Management Domains. If there is no common channel
protection solution the process will notify it to the security administrator.
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e o e T e Orchestration
mlyarsion="1 0' ancoding="11TE.8' standalona="uas'd:
4
<?xml version="1.0' encoding="UTF-8' standalone="yes'?> MSPLs
<|TResourceOrchestration id="X">
<|TResource id="mspl_9f1a88bafc67421b98de270d5a63d35a">
<configuration xsi:type='RuleSetConfiguration'>

<capability>
<Name>IPSec_protocol</Name>
Orchestration </capability>
- - <configurationRule>
<?xml version= 1.0" encoding="UTF-8"?> HSPL <configurationRuleAction xsi:type="DataProtectionAction'>
<tns:Mapping> <technology>IPSec</technology>
<tns:hspl_list xsi:type="tns:HSPL_Orchestration" id="X"> <technologyActionParameters>
<tnsthspl subject="UEA" id="HSPL-0" > <technologyParameter xsi:type='lPsecTechnologyParameter'>
<tns:action>prot_conf_integr</tns:action> Palicy refinement <IPsecProtocol>ESP</IPsecProtacol>
<tns:objectH>AllTraffic</tns:objectH> <isTunnel>true</isTunnel>
<tns:fields> <localEndpoint>10.0.0.100</localEndpoint>
<tns:traffic_target> <remoteEndpoint>10.0.5.200</remoteEndpoint>
<tns:target_name>UEB</tns:target_name> </technologyParameter>
<,"tns<ltraffic_target> </technologyActionParameters>
<."tnS:f|_eIds> ) <technologyActionSecurityProperty xsi:type="Confidentiality'>
<tns:priority>1000</tns:priority> <encryptionAlgorithm>AES-CBC</encryptionAlgorithm>
</tns:hspl> <keySize>128</keySize>
<,"tns:hsp|ihst> <mode>CCM</mode>
</tns:Mapping> </technologyActionSecurityProperty>

<technologyActionSecurityProperty xsi:type='Integrity'>
<integrityAlgorithm>HMAC-SHA1-96</integrityAlgorithm>
</technologyActionSecurityProperty>
</configurationRuleAction>
</configurationRule>
</configuration>
<priority>1000</priority>
</ITResource>
L| </ITResourceOrchestration>

A A

Figure4: Policy Refinement example

The amount of MSPLs generated inside the MSPLwill vary depending on HSBP refinement
YSGK2R AYLX SYSyldlGdA2y a 6Stf a 2y aLISOAFTAO |
generate two MSPLs to covboth traffic directions). Besides, the E2E Security Orchestrator could
request multiple refinements for the same MS®P in order to generate multiple MSPIP to enforce

them across the required Security Management Domains. This Refinement proceduygesetli by

sending corresponding HSPIP to h2eservice at Policy Framework which will use h2mservice to
perform the refinement.

2.5 Policy Translation

Unlike the refinement process that can be performed at the E2E SMD level and at the SMD level to
refine highlevel policies into medium level policies, the policy translation process is only performed at
the SMD level to translate MSEIP into specific configurations of the infrastructure as part of the
SMD orchestration. In fact, the process occurs once the S&tlDri§/ Orchestrator has selected
suitable assets to enforce the MSBP. Thus, the SMD Policy Framework receives a-ABRind a

list of the assets able to enforce each MSPL. The Policy Framework then starts the translation process
which dynamically loads translator plugin for each tuple <MSPL, selected asset>, and executes it to
get all the required lowevel configurations. The pltig approach provides a scalable and easy way to
introduce new assets in the polibdased approach just by implementingvall-defined method in an
isolated piece of code that will be loaded dynamically. In this way, eacHmpludl be in charge of
implementing the logic to translate the MSPL into the final configurations, and use the libraries
provided by the policy frameork such as the access management to the data services in order to
retrieve the required information about the infrastructure to perform the translation. This Translation
procedure is triggered by sending corresponding MOPLto m2eservice at Policy Frawork which

will use m2Iservice to perform the translation.

Figure5 shows an example of a translation from MSPR to I2NSF controller IPSec configurations.
Details of the API for this enabler are available at Seé&tib@ In this @se, the plugn builds a skeleton

of the IETF IPSec model that is able to provide the channel protection information for the IPSec Security
Association Database (SAD) and the Security Policy Database (SPD). To®Ns3REeN processed in

order to extra¢ the required values. Any missing values (or default values) can be retrieved from the
data services in order to complete the translation.
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|
<?xml version="1.0' encoding="UTF-8' standalone="yes'?> I IPSec MSPL-OP <ietf-ipsec merTSZ"http://example.net/ieh‘—ipsec" IZNSF-IPSec
<ITResourceOrchestration id=“X"> xmins:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ITResource id="mspl_9f1a88bafc67421b98de270d5a63d35a"> <ipsec nc:operation="merge">
<configuration xsi:type="RuleSetConfiguration'>
<capability> <spd> <sad>
<Name>IPSec_protocol</Name> <spd-entry> <sad-entry>
</capability> <priority>1000</priority> <local-addresses>
<configurationRule> <condition> <start>10.0.0.100 </start>
<configurationRuleAction xsi:type='DataProtectionAction™> <traffic-selector-list> </local-addresses>
<technology>IPSec</technology> <local-addresses> <remote-addresses>
<technologyActionParameters> <start> 10.0.0.100 </start> <start>10.0.0.200 </start>
<technologyParameter xsi:type="IPsecTechnologyParameter'> </local-addresses> </remote-addresses>
<IPsecProtocol>ESP</IPsecProtocol> <remote-addresses> <security-protocol>
<isTunnel>false</isTunnel> <start> 10.0.5.200 </start> esp
<localEndpoint>10.0.0.100</localEndpoint> </remote-addresses> </security-protocol>
<remoteEndpoint>10.0.5.200</remoteEndpoint> </traffic-selector-list> <esp-sa>
</technologyParameter> </condition> L1y <encryption>
</technologyActionParameters> <processing-info> \,/' <encryption-algorithm>
<technologyActionSecurityProperty xsi:type='Confidentiality'> <action>PROTECT</action> AES-CBC
<encryptionAlgorithm>AES-CBC</encryptionAlgorithms> <ipsec-sa-cfg> </encryption-algorithm>
eynesazec e i2nsf_ipsec o P CONFIG F O
<mode>CCM</mode> plugin </security-protocol> </encryption>
</technologyActionSecurityProperty> <mode>TRANSPORT</mode> <integrity>
<technologyActionSecurityProperty xsi:type="Integrity'> </ipsec-sa-cfg> <integrity-algorithm>
<integrityAlgorithm>HMAC-SHA1-96</integrityAlgorithm> </processing-info> HMAC-SHA1-96
<psKey_value>auth<psKey_value> </spd-entry> </integrity-algorithm>
</technologyActionSecurityProperty> <spd-entry>..</spd-entry> <key>auth</key>
</configurationRuleAction> </spd> </integrity>
</configurationRule> </esp-sa>
</configuration> <mode>TRANSPORT</mode>
<priority>1000</priority> </sad-entry>
<enablerCandidates> <sad-entry>...</sad-entry>
<enabler>i2nsf_ipsec</enabler>
</enablerCandidates> </sad>
</ITResource>

</ITResourceOrchestration> </ipsec>

<fietf-ipsec>

Figureb: Policy Translation example

It must be noted that it is important to considehdt the final configurations provided during the
translation process are not only intended for configuring the final devices or security tools but also
other platforms and controllers. For instancey order to interoperate with opessource VIM
orchestratas, the MSPIOP can be translated to a language supported by them such as TOSCA
(Topology and Orchestration Specification for Cloud Applications) supported by ONAP. TOSCA is a
standard defined by OAS[8] that allows specifying the topology of the network services and
components, relationships between them, and the management processes.

The TOSCA metaodel is based on service topology temglatthat describe cloud workloads
corresponding to a graph of node modelling components and of relationship modelling relations
between them. The node and relationship types also define thecyitde of operations to implement

the behaviour a VIM orchestlian engine will invoke when instantiating a service template. For
instance, a&reateoperation can indicate to the VIM orchestrator to create an instance of a component,

a start or stopoperation can serve to trigger these events. The operations are gobap scripts that
specify the actual behaviour required. The VIM orchestration will use these scripts to manage the
components during runtime. The relationship between components serve to order the component
instantiations.

The TOSCA basic profile defim®de and relationship types that need to be supportad,, Compute
node, Network node, and Database node types. Additional types can be defined for customizing and
extending existing types. The policy type and trigger grammars are depidtaglire6.

Copyright© 2019- 2021 INSPIREBGplusConsortium Parties Pagel9of 72



D3.2: Security drivers and associasaftware-defined models @

<trigger name>:

description: <trigger description>

<policy_type name>: # TBD: need to separate “simple” and “full” grammar for event type name
derived_from: <parent policy_type name> event: <event_type_name>

version: <version number> type: <event_type_name>

metadata: schedule: <time_interval_for_trigger>

target_filter:

<map of string> »
<event_filter_definition>

descnptmn: <p@}'——mm condition: <attribute constraint clause>

properties: constraint: <constraint_clause>
<property_definitions> period: <scalar-unit.time> # e.g., 60 sec
targets: [ <list_of_valid_target_types> ] evaluations: <integer> # e.g., 1
o method: <string> # e.g., average
triggers:

) ) . action:
<list of trigger definitions>

<operation_definition>
Figure6: Policy type and trigger TOSCA grammars

TOSCA includes policy types related to placement, scaling, updating, and performance, and can be
extended from theosca.policies.Rogthe default TOSCA policy type from which all other policy types

are derived. Thus, the TOSCA model caniengled with security policies that can add security
aspects, such as regulatory compliance, data retention, isolation, and sefnattyed placement. An
example described if10] is depicted irFigure?.

Figure7: Securityfocused placement example

Thus, the security policies caorrespond to a TOSCA extension. They can be das®d but also

related to access control, life cycle, etc. Translating MSPL to TOSCA provides a form understandable
by the VIM orchestrator or tools able to perform the policy enforcement. The followimgisiexample
(Figure8) illustrates how HSPL is instantiated to MSPL and translated to TOSCA.
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