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Abstract 

This deliverable describes the results of Task άSoftware-defined models and tools to drive 5G Securityέ 
of the INSPIRE-5Gplus project that focused on identifying the list of governing models and enablers 
supporting software defined security required by 5G mobile networks. It provides the final version of 
the APIs that will be implemented by the tools developed or adapted by the different INSPIRE-5Gplus 
project partners. 
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Executive Summary 

This is a public deliverable that describes the results of the Tŀǎƪ ά{ƻŦǘǿŀǊŜ-defined models and tools 
ǘƻ ŘǊƛǾŜ рD {ŜŎǳǊƛǘȅέ carried out during the months starting from 5/2020 to 9/2021. The main objective 
is to define and develop advanced techniques for providing the enablers that support 5G Security. For 
this, the Task focuses on identifying, defining and developing the 5G security drivers (e.g., security 
policies and models), tools and techniques that include the development of modelling techniques for 
5G Software Defined Networks to improve automation and customisation of security management. 

Customisation allows the users and operators to specify the required security levels and the policies 
that need to be enforced in each network slice and for each vertical application. The specification of 
Security Service Level Agreements (SSLAs) corresponds to a formal way of expressing these 
requirements that allow automating their enforcement and assessment. Furthermore, the application 
of AI/ML techniques helps improve the automated management of the security breaches and 
prevention strategies, as well as the optimisation and coordination of the different security functions. 

An important enabler to achieve this enforcement and assessment is the monitoring of the different 
events that occur in the network, the system and the applications. Monitoring allows, for instance, 
verifying the integrity status of a 5G node, its installed software, its configurations, perform real-time 
assessment of SSLA conformance, and provide awareness in a complex dynamic and customised 
network environment.  

Another important aspect is the introduction of policy-driven enablers. Policy modelling is introduced 
for specifying high, mid and low-level security policies that contain the technical information needed 
to deploy the necessary elements, and, when combined with the sufficiently fine-grained monitoring 
capabilities, allow verify that the policies are respected and providing the enablers the enforce them 
through, for instance, the Security Orchestrators. Here we define and instrument a High-level Security 
Policy Language and Medium-level Security Policy Language that facilitate the orchestration and 
enforcement processes. 

Security Orchestration is defined to make it possible to manage 5G environments in multi-party and 
multi-domain contexts driven by the user defined security policies. It needs to interact with the security 
assets through the SDN Controllers and/or the NFV Orchestrators to guarantee that the security 
policies are correctly implemented by the network and functions. 

Finally, another aspect that is considered in this document are the optimization techniques that can 
be used to improve the performance of the security management processes. Here we present 
techniques for chaining of security services that can be used for considering different constraints and 
capabilities, e.g., enforcing SSLAs, guaranteeing a certain level of performance and scalability, 
providing more flexible maintenance, preventing or mitigate attacks and anomalies. Moving Target 
Defence is a technique that it also presented that allows preventing and countering security breaches 
by systematically, or when needed, to change the system to improve its resilience to attacks. 

The outcomes of this task are the specification of the Software-defined Models, the tools which will 
drive 5G security and make it adaptive, as well as the specification and development of the security 
extensions that make use of the devised models. It also allowed determining the impact on the 
orchestrators, policy and Slice managers. 
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1 Introduction  

Software-defined models and tools correspond to a mayor trend that is driving 5G Security. They are 
the basis for defining and developing advanced techniques for providing the enablers that support 
smart (i.e., intelligent, adaptive, flexible and automated) 5G Security. This deliverable focuses on 
identifying, defining and developing the 5G security drivers based on security policies and models, 
tools and techniques related to software-based networks and that include: 

¶ Modelling techniques for 5G Software Defined Networks to improve automation and 
customisation of security management; 

¶ Security policy modelling at various levels of abstraction and their usage to deploy the 
necessary elements to enforce the required security level at various domains and to verify that 
they are respected; 

¶ Security Service Level Agreements (SSLAs) modelling and formalisation and customisation 
mechanisms for specific vertical slices based on security policies and SSLAs;  

¶ Security orchestration methods and techniques to allow an automatic and autonomous 
management of 5G environments in multi-party and multi-domain contexts through security 
policies and to optimize the provisioning, the sharing (between different tenants) and the 
chaining of virtualised security functions, micro-services, and virtualised network functions; 

¶ Definition of a monitoring framework to verify the integrity status of a 5G node, its installed 
software, its configurations, and real-time assessment of SSLA conformance and also to 
provide awareness comprising customised VNFs and dynamism; 

¶ Usage of AI to improve the automated management of the security breaches and prevention 
strategies; 

¶ Definition of policy enforcement functions that implement the way the policies are deployed 
and are integrated in the system as drivers that communicate with final security and network 
assets (e.g., SDN Controllers or NFV Orchestrators); 

¶ Definition of optimization techniques for chaining of security services depending on various 
constraints (i.e., security and performance constraints); 

¶ Support of dynamic adaptation of chains to prevent or mitigate attacks and anomalies. 
 

By Software-defined models we mean models that enable the software-based configuration and 
control of the network functions (NF) and particularly of the Virtualised Network Functions (VNF). 

Policy orchestration models allow high-level, mid-level and low-level specification of policies 
containing the technical information needed to deploy the necessary elements, enforce the policies, 
and verify that they are respected. The Security Orchestrator manages the policies to cover the 
different Security Management Domains. Policies can reach intermediate levels as SDN Controllers, or 
the NFV Orchestrators that are responsible for controlling and managing the NFV infrastructure, or 
they can arrive to final security asset as low-level policies (e.g., configuration).  

In order to reach the listed objectives, the Task 3.2 related to this deliverable has focused on identifying 
the models and the enablers that build the security architecture defined in INSPIRE-5Gplus project and 
support the test cases that have been defined.  

In particular, the following enablers are covered in this document (see WP3 enablers detailed in D3.1 
[11]): 

1. Security Orchestrator (SO): enabler that enforces security policies by deploying, configuring 
the security functions and network, and interacting with the VIM or MANO orchestrators, and 
SDN controllers. 

2. Policy Framework (PF): specifies security policies that will regulate the slicing configurations, 
service chaining, security prevention and remediation strategies, etc. It allows the modelling 
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and management of the policy rules, policy conflict detection, policy storage, translation of 
policies to lower-level representations.  

3. Security Service Level Agreement (SSLA) Manager: manages the security requirements defined 
by the SSLAs during the full life-cycle of a Slice.  

4. Security Slice Manager (SSM): enables the creation of multiple virtual networks on top of a 
physical architecture, allowing operators to provide portions of their networks that fit with the 
requirements (particularly security) coming from different vertical industries and service 
providers (e.g., mobile virtual network operator, MVNO). This enabler encompasses 3 enablers 
that were considered as separate in D3.1 [11]: the SFS Broker providing secure slice brokering 
capabilities, the Secured Network Slice Manager for SSLAs providing slice management based 
on SSLAs, and the KATANA Slice manager that implements security policy enforcement 
capabilities based on slice management.     

5. Threat Assessment (TA): A graphical enabler that analyses the security posture of a system 
6. Security Monitoring Framework and RT-SLA (SMF): tools for capturing security related 

information from the network, system and applications, and correlating and analysing this 
information to detect security breaches or vulnerabilities by assessing, for instance Real Time 
SSLA. 

7. Moving Target Defence (MTD): aims at dynamically modifying (parts of) the infrastructure or 
ǘƘŜƛǊ ŦƛƴƎŜǊǇǊƛƴǘ ǘƻ ƳŀƪŜ ƛǘ ƘŀǊŘ ŦƻǊ ŀƴ ŀǘǘŀŎƪŜǊ ǘƻ ŜȄǇƭƻƛǘ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎΣ ŜΦƎΦΣ ǘƘŜ ƴŜǘǿƻǊƪΩǎ 
topology to make eavesdropping on specific traffic more difficult. 

8. Virtual Channel Protection (VCP): a policy enforcement function enabler that represents a 
(D)TLS proxy.  

9. I2NSF-IPSec: a policy enforcement function enabler that represents an Interface to Network 
Security Functions - Internet Protocol Security. 

The other enablers related to WP3 (mainly those providing AI/ML analysis and management 
capabilities) will be detailed in deliverables D3.3 and D3.4 [1]. 

Figure 1 shows the coverage of the enablers with respect to the High-Level Architecture (HLA) specified 
in D2.2 [2]. 
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Figure 1: Mapping of enablers, APIs and HLA elements  

The column in the middle lists the enablers described in this document and how they map to the HLA 
elements of one domain. Several enablers can correspond to one element since they cover different 
ŀǎǇŜŎǘǎ ƻŦ ǘƘŜ ŜƭŜƳŜƴǘǎΩ ŦǳƴŎǘƛƻƴǎΦ ¢Ƙƛǎ ƛǎ ƴƻǘŀōƭȅ ǘƘŜ Ŏŀǎe for the Policy and SSLA management, and 
the orchestrator. An enabler can also cover more than one HLA element since it integrates several 
functions. This is the case for the Monitoring Framework that consists of probes that collect data and 
a centralised module that manages the probes and analyses the information they provide (e.g., RT-
SSLA assessments).  

In order to reach the listed objectives, the document is structured as follows: 1) the definition of the 
security policies and models that allow specifying user requirements, how these can be converted 
from high level requirements defined by users to low level machine actionable configurations and 
procedures; 2) the definition of the complete security management process that enables protect-
detect-react closed loop automation based on security orchestration and SSLAs and security policies 
management in a Slice; 4) the definition of the models and techniques that enable automated 
detection, protection, and optimised security enforcement; 5) A specification of a first version of the 
APIs that need to be implemented so that the different tools can interact and take advantage of the 
security models and mechanisms to construct a fully automated end-to-end multi-tenant smart 
network and service security management framework across multi-domains.  
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2 Security policies and models 

New 5G infrastructures are characterised by dynamic deployments of heterogeneous devices, 
functions and applications that must be constantly configured, secured and managed. In that sense, 
the traditional management approach, where a system administrator deals with every single 
configuration, is not sufficient. Policy-based approaches are able to well-define a common way to 
represent different kind of requirements, providing a level of abstraction that homogenizes the 
management and allows consistency verifications. Different policy designs and specifications focusing 
on different scopes have emerged and evolved along the years but only some of them already cover a 
wide set of security aspects. In order to ease security management, automation, deployment and 
configurations for different scopes, INSPIRE-5GPlus extends the multi-level abstraction approach and 
capabilities defined in ANASTACIA-H2020 [3]. Specifically, High-level Security Policy Language 
Orchestration Policy models (HSPL-OP) and Medium-level Security Policy Language Orchestration 
Policy models (MSPL-OP) are extended and adapted to be applied in the new INSPIRE-5GPlus 
orchestration and enforcement processes, which allow enforcing and managing HSPL-OP and MSPL-
OP in multi-domain ZSM-aligned infrastructures. 

2.1 High-level Security Policy Language for Orchestration Policies (HSPL-OP) 

The High-level Security Policy Language for Orchestration Policies (HSPL-OP) [4] models high-level 
security requirements, priorities and dependencies in form of high-level orchestration security policies, 
ǿƘƛŎƘ ŀǊŜ ŘƛǎŀǎǎƻŎƛŀǘŜŘ ŦǊƻƳ ǳƴŘŜǊƭȅƛƴƎ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŜΦƎΦΣ ά.ƻō ƛǎ ŀǳǘƘƻǊƛȊŜŘ ǘƻ ŀŎŎŜǎǎ LƴǘŜǊƴŜǘ ǘǊŀŦŦƛŎ 
ƻƴŎŜ ƘŜ Ƙŀǎ ōŜŜƴ ŀǳǘƘŜƴǘƛŎŀǘŜŘέΦ ¢ƘŜ I{t[-OP scheme is used to codify security requirements in XML. 
This scheme provides different elements for modelling security policies based on different capabilities 
such as authorization, monitoring, channel protection and operation, among others. In this way, an 
HSPL Orchestration Policy is mainly composed of an action (e.g., do not authorize access) that must be 
performed for a specific subject (e.g., Bob) and for a specific object (e.g., Internet traffic), but it also 
allows the modelling of conditional fields to customize other parameters (e.g., time period) as well as 
the specification of priorities and dependencies between policies or dependencies between policies 
and the system. It can be specified by the following elements: 

[ subject ] [action] [object] [ extra_fields ] [ dependencies ] [priority] 

The action element is an enumeration associated with the subject and the object representing the type 
of action to be performed (e.g., authorise access). It provides multiple actions according to different 
security capabilities (e.g., authorise access, do not authorise access, protect confidentiality, configure 
monitoring). Also, the object element is an enumeration that represents a conceptual object or target 
(e.g., Internet traffic, authentication traffic, resource). The extra fields element allows customizing 
high-level policies by indicating values such as time period, target, purpose and resource. Time period 
defines the amount of time the security policy must be enforced by the system. Target specifies the 
policy target (e.g., Authentication Agent). And finally, purpose and resource fields allow specifying 
additional information about the purpose and the resource involved in the policy (e.g., update a 
specific resource). These fields also allow modelling multiple properties, consisting of sets of key/value 
pairs instead of a single string value. Regarding the orchestration features, the priority element 
provides a priority rank to be considered during the policy orchestration. In this way, the Security 
Orchestrator will consider those policies with the highest priority first. The dependencies element 
provides a list of dependencies that must be satisfied before processing the security policy. This field 
considers dependencies between security policies as well as dependencies between security policies 
and system events (Event-Condition-Action). Finally, a bi-directional attribute eases the auto-
generation of multiple medium-level security policies during the refinement process, in case the same 
policy must be enforced in a bi-directional way. 
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2.2 Medium-level Security Policy Language for Orchestration Policies (MSPL-
OP) 

The Medium-level Security Policy Language for Orchestration Policies (MSPL-OP) [5] allows modelling 
more technical information in the form of medium-level orchestration security policies. These policies, 
although less abstract, are still independent of the underlying infrastructure. Thus, they allow 
representing information like IP addresses or protocols without specifying the final configurations for 
specific end-points. As for HSPL-OP, MSPL-OP specifies priorities and dependencies to enhance the 
orchestration features. 

Figure 2 shows a simplified 
representation of the main components 
of an MSPL Orchestration Policy. The άL¢ 
wŜǎƻǳǊŎŜ hǊŎƘŜǎǘǊŀǘƛƻƴέ element 
represents the MSPL-OP. It can be 
composed of one or multiple άL¢ 
wŜǎƻǳǊŎŜǎέ (MSPL) elements. άL¢ 
wŜǎƻǳǊŎŜέ elements contain a 
ά/ƻƴŦƛƎǳǊŀǘƛƻƴέ and one or more 
ά5ŜǇŜƴŘŜƴŎƛŜǎέΦ They can also indicate 
ά9ƴŀōƭŜǊ /ŀƴŘƛŘŀǘŜǎέ. Priorities between 
policies are specified as an attribute of 
ǘƘŜ άITResourcesέΦ άwǳƭŜ {Ŝǘ 
Configurŀǘƛƻƴέ ŜȄǘŜƴŘǎ ŀ άConfigurationέ 
and represents multiple ά/ŀǇŀōƛƭƛǘƛŜǎέ as 
well as multiple ά/ƻƴŦƛƎǳǊŀǘƛƻƴ wǳƭŜǎέ. On 
ǘƘŜ ƻƴŜ ƘŀƴŘΣ άCapabilityέ ŜƭŜƳŜƴǘǎ 
represent main security functionalities 
such as resource authorisation, filtering 
or channel protection. In this way, 
capabilities play a key role as the first step 
for deciding a suitable enforcement point. 
To enforce a specific security policy, the 
enforcement point must implement the 
required capability. For instance, filtering 
capability could be enforced by 
enforcement points that implement 
traffic filtering features, such as IPTABLES 
or SDN management. On the other hand, 
each ά/ƻƴŦƛƎǳǊŀǘƛƻƴwǳƭŜέ models 
different ά/ƻƴŦƛƎǳǊŀǘƛƻƴwǳƭŜ!Ŏǘƛƻƴέ 
elements and ά/ƻƴŦƛƎǳǊŀǘƛƻƴwǳƭŜ/ƻƴŘƛǘƛƻƴέ elements. This approach extends the policy language by 
providing new capabilities, including new actions and conditions for them. 

Regarding dependencies, the άtƻƭƛŎȅ 5ŜǇŜƴŘŜƴŎȅέ and ά9ǾŜƴǘ 5ŜǇŜƴŘŜƴŎȅέ elements extends the 
ά5ŜǇŜƴŘŜƴŎȅέ element, depending on the nature of the required dependency. άtƻƭƛŎȅ 5ŜǇŜƴŘŜƴŎȅέ 
indicates that a security policy depends on a specific status of another security policy (e.g., a security 
policy requires that another security policy be enforced before). ά9ǾŜƴǘ 5ŜǇŜƴŘŜƴŎȅέ specifies that the 
security policy depends on a specific event triggered by the system (e.g., an authorisation security 
policy may depend on an authentication success event). Finally, each extended MSPL policy composing 
the MSPL Orchestration Policy may include an ά9ƴŀōƭŜǊ /ŀƴŘƛŘŀǘŜέ list that indicates the potential 
enforcement points candidates that could be considered for enforcing the security policy.  

Figure 2: MSPL-OP main elements 
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In order to allow enforcing SSLAS as well as new security capabilities across the INSPIRE5G-Plus HLA, 
previous models need to be extended. To this aim, new fields are being defined according to the SSLA 
requirements, for instance, monitoring policies have been extended to provide counting capabilities, 
so traffic can be measured and controlled. This is performed by providing count and threshold new 
elements to the monitoring configuration condition that allows specifying generic values such as the 
measures unit, the value and the range (e.g., 60 connections per hour, 60 seconds per day...). Besides, 
to ease the policy enforcement in the ZSM 5G infrastructures, models have been also extended to 
specify multi-tenant and multi-domain information that allows traceability during the policy 
orchestration and enforcement processes (e.g., Tenant and management domain id fields). Of course, 
beyond policies model extension, policy transformation processes also need to be improved to allow 
E2E policies enforcement since previous work only contemplates single domains. 

2.3 Translation between models 

While policy models provide a well-defined common way to represent different requirements, this 
approach requires additional processes to translate these policy models into final infrastructure 
configurations. Depending on the policy models abstract level, this policy transformation can be 
composed by multiple operations. Since INSPIRE-5GPlus extends a multi-level approach to provide 
different levels of abstraction, multiple policy transformation operations are required. Specifically, the 
extended security policies have 2 levels of abstraction, High-level Security Policy Language for 
Orchestration Policies (HSPL-OP) and Medium-level Security Policy Language for Orchestration Policies 
(MSPL-OP). The process that transforms HSPL-OP into MSPL-OP is denominated policy refinement, 
whereas the process that transforms MSPL-OP into final infrastructure configurations is denominated 
policy translation. Figure 3 shows the mapping of these processes in the INSPIRE-5GPlus High-level 
architecture. 

 

 

Figure 3: HSPL to MSPL translation 

In INSPIRE-5GPlus, the refinement process is mainly performed at E2E level (it could also be done at 
the SMD level by SMD security administrators) whereas the policy translation is performed at SMD 
level. Since security policies must be enforced across multiple domains, HSPL-OP will be refined into 
different MSPL-OP that will be sent to each involved SMD. Then, each SMD will translate the MSPL-OP 
to final configurations in order to enforce them across the SMD infrastructure. Since the MSPL-OP 
provides more information (but still independent of the final configurations) it is also suitable to be 
generated by the Decision Engine to request the enforcement of reactive countermeasures. This is 
performed at both levels depending on the required scope of the reaction (intra domain or inter 
domain). Thus, E2E level is also able to receive MSPL-OP policies and orchestrate between the SMDs. 
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The policy-based orchestration processes that manages policy refinements and translations are 
explained in Section 3.3.3. 

2.4 Policy Refinement 

In INSPIRE-5GPlus, HSPL-OP are intended to be applied at E2E SMD level to ease the specification of 
security policies even for non-technical users through a GUI form with a reduced number of fields. This 
level of abstraction cannot be enforced directly due to the lack of information for the system; thus, a 
policy refinement process is required as part of the E2E Orchestration. When the E2E SMD Policy 
Framework receives a HSPL-OP, it identifies the capabilities needed to enforce each HSPL policy that 
composes the HSPL-OP. A well-defined capability matching between the HSPL-OP fields will provide 
the required capability.  

 

Action Object Capability 

no_authorise_access *traffic FILTERING 

no_authorise_access Resource AUTHORISATION 

prot_conf_integr *traffic CHANNEL_PROTECTION 

config_monitoring *traffic TRAFFIC_ANALYSIS 

Table 1: HSPL-OP - MSPL-OP Capability mapping example 

Table 1 shows a simplified example of this matching. As it can be seen in this example, different 
combinations of the HSPL-OP fields will generate different capabilities. Once the capabilities have been 
identified, a capability-based refinement process starts. To this aim, the refiner implements a MSPL-
OP skeleton generator as well as N refinement methods, where N represents the number of available 
capabilities. Each method implements the logic on how to generate the MSPL-OP parameters 
according to the identified capability and the HSPL-OP fields. To this aim, data services are essential to 
retrieve information about management domain infrastructure, as well as about the HSPL-OP fields 
since some methods will generate different MSPL parameters according to this information. For 
instance, a channel protection MSPL will have different parameters depending on the security level 
required, the network and the nature of the subject and the target (e.g., constrained devices could 
require DTLS whereas regular devices could use IPSec). When each MSPL has been generated, the 
MSPL-OP skeleton is filled, also including (if any) the HSPL-OP dependencies and priorities. 

Figure 4 shows an example of channel protection HSPL-OP refinement. In this case, according to the 
HSPL-OP parameters, the capability matching identifies channel protection capability. To model the 
common MSPL E2E channel protection parameters, another matching is performed in order to find 
common channel protection properties among the channel protection information of each involved 
management domain available in the data services. In this example, the matching between both 
Security Management Domain channel protection information selects the IPSec protocol with a 
specific crypto-suite common to both Security Management Domains. If there is no common channel 
protection solution the process will notify it to the security administrator.  
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Figure 4: Policy Refinement example 

The amount of MSPLs generated inside the MSPL-OP will vary depending on HSPL-OP refinement 
ƳŜǘƘƻŘ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ŀǎ ǿŜƭƭ ŀǎ ƻƴ ǎǇŜŎƛŦƛŎ ǇŀǊŀƳŜǘŜǊǎ όŜΦƎΦΣ ǘƘŜ άōƛŘƛǊŜŎǘƛƻƴŀƭέ ǇŀǊŀƳŜǘŜǊ ǿƛƭƭ 
generate two MSPLs to cover both traffic directions). Besides, the E2E Security Orchestrator could 
request multiple refinements for the same MSPL-OP in order to generate multiple MSPL-OP to enforce 
them across the required Security Management Domains. This Refinement procedure is triggered by 
sending corresponding HSPL-OP to h2eservice at Policy Framework which will use h2mservice to 
perform the refinement. 

2.5 Policy Translation 

Unlike the refinement process that can be performed at the E2E SMD level and at the SMD level to 
refine high-level policies into medium level policies, the policy translation process is only performed at 
the SMD level to translate MSPL-OP into specific configurations of the infrastructure as part of the 
SMD orchestration. In fact, the process occurs once the SMD Security Orchestrator has selected 
suitable assets to enforce the MSPL-OP. Thus, the SMD Policy Framework receives a MSPL-OP and a 
list of the assets able to enforce each MSPL. The Policy Framework then starts the translation process 
which dynamically loads a translator plug-in for each tuple <MSPL, selected asset>, and executes it to 
get all the required low-level configurations. The plug-in approach provides a scalable and easy way to 
introduce new assets in the policy-based approach just by implementing a well-defined method in an 
isolated piece of code that will be loaded dynamically. In this way, each plug-in will be in charge of 
implementing the logic to translate the MSPL into the final configurations, and use the libraries 
provided by the policy framework such as the access management to the data services in order to 
retrieve the required information about the infrastructure to perform the translation. This Translation 
procedure is triggered by sending corresponding MSPL-OP to m2eservice at Policy Framework which 
will use m2lservice to perform the translation. 

Figure 5 shows an example of a translation from MSPL-OP to I2NSF controller IPSec configurations. 
Details of the API for this enabler are available at Section 5.10. In this case, the plug-in builds a skeleton 
of the IETF IPSec model that is able to provide the channel protection information for the IPSec Security 
Association Database (SAD) and the Security Policy Database (SPD). The MSPL-OP is then processed in 
order to extract the required values. Any missing values (or default values) can be retrieved from the 
data services in order to complete the translation. 
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Figure 5: Policy Translation example 

It must be noted that it is important to consider that the final configurations provided during the 
translation process are not only intended for configuring the final devices or security tools but also 
other platforms and controllers. For instance, in order to interoperate with open-source VIM 
orchestrators, the MSPL-OP can be translated to a language supported by them such as TOSCA 
(Topology and Orchestration Specification for Cloud Applications) supported by ONAP. TOSCA is a 
standard defined by OASIS [6] that allows specifying the topology of the network services and 
components, relationships between them, and the management processes.  

The TOSCA meta-model is based on service topology templates that describe cloud workloads 
corresponding to a graph of node modelling components and of relationship modelling relations 
between them. The node and relationship types also define the life-cycle of operations to implement 
the behaviour a VIM orchestration engine will invoke when instantiating a service template. For 
instance, a create operation can indicate to the VIM orchestrator to create an instance of a component, 
a start or stop operation can serve to trigger these events. The operations are grouped as scripts that 
specify the actual behaviour required. The VIM orchestration will use these scripts to manage the 
components during runtime. The relationship between components serve to order the component 
instantiations.  

The TOSCA basic profile defines node and relationship types that need to be supported, e.g., Compute 
node, Network node, and Database node types. Additional types can be defined for customizing and 
extending existing types. The policy type and trigger grammars are depicted in Figure 6.  
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Figure 6: Policy type and trigger TOSCA grammars 

TOSCA includes policy types related to placement, scaling, updating, and performance, and can be 
extended from the tosca.policies.Root, the default TOSCA policy type from which all other policy types 
are derived. Thus, the TOSCA model can be extended with security policies that can add security 
aspects, such as regulatory compliance, data retention, isolation, and security-focused placement. An 
example described in [10] is depicted in Figure 7. 

 

 

Figure 7: Security-focused placement example 

Thus, the security policies can correspond to a TOSCA extension. They can be event-based but also 
related to access control, life cycle, etc. Translating MSPL to TOSCA provides a form understandable 
by the VIM orchestrator or tools able to perform the policy enforcement. The following simple example 
(Figure 8) illustrates how HSPL is instantiated to MSPL and translated to TOSCA. 








































































































